< MHO®OPMAILIMOHHASA BE3OIIACHOCTH

NadopmanmoHHas
0e301rmacHoOCTh

C KaXXJIbIM TOZOM MOJIOJIEKHU B UHTEPHETE
CTAaHOBUTBHCA OOJIBIIIE, a IKOJIHHUKU OJJHU M3 CAMBIX aKTHBHBIX MOJIb30BaTENCH
Pynera. Mexny TeM, TOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEN, HHTEPHET
HEceT U mpobJieMbl. DTa NaMsATKa JOHKHA TOMOYb TeOe Oe30MacHO HaXOIUThHCS B
CeTH.

KoMnbloTepHbIe BUPVCHI

KoMnbroTepHblii BUPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOIPAMM,
OTJIMYUTENBHOU OCOOEHHOCTHIO KOTOPOU SBJIAETCS CIIOCOOHOCTh K pa3MHOKEHHUIO. B
JOTIOJTHEHUE K ATOMY, BUPYChl MOTYT OBPEIUTh WU MOJHOCTHIO YHUUTOXHUTH BCE
(aiipl U JaHHBIC, TOJAKOHTPOJIbHBIE MTOJI30BATEINI0, OT UMEHU KOTOPOTo Oblia
3amyllieHa 3apaxEHHasi IporpaMma, a TakKe MOBPEAUTh WM JaKe YHUUTOKUTh
OTIEpaIIMOHHYIO CUCTEMY CO BCceMU (ailiaMu B 11e1oM. B GonbIInHCTBE CilydaeB
pacupoCTpaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX IPOrPamMM:

Hcnonb3yil COBpeMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOILNE CEPHE3HBIN YPOBEHD
3aIIUATHI OT BPEJOHOCHBIX MPOrpamMM;

[TocTostHHO ycTaHaBIMBal mayTH (MU(PPOBBIE 3aIJIATKU, KOTOPHIE aBTOMAaTHYECKU
YCTaHaBIUBAIOTCS C 1I€JIbI0 JOPAOOTKH MIPOrpaMMbl) U Apyrue 0OHOBJIEHUS CBOEH
onepanuoHHOM cructembl. CKkaunBai UX TOJBKO C OPUIIMAIBHOTO caiiTa pa3paboTynka
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKIIFOUH €T0;
PaboTail Ha cBoeM KOMIBIOTEpE MO TpaBaMu MOJIb30BATENS, a HE a]MUHUCTPATOPA.
DTO HE MO3BOJIUT OOJILIIMHCTBY BPEAOHOCHBIX MTPOTrpaMM HHCTALTUPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITBIOTEPE;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTENECH, C
aBTOMATUYECKUM OOHOBJICHHEM 0a3;

Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT

Hcnions3yit BHENTHUE HOCUTENN HH(GOPMAITIH, TaKUE KakK (uielika, TUCK Win (aiii u3
MHTEPHETA, TOJIBKO U3 IPO(EPEHHBIX HCTOYHUKOB;



He oTkppbiBaii koMnbOTepHBIE (AL, TOTYyUYEHHBIE U3 HEHAAEKHBIX HUCTOUHUKOB.
Jlaxxe Te (ailsibl, KOTOpBIE MPHCIIail TBOM 3HAKOMBIH. Jlydile yTouHH y HEro,
OTIIPaBJISsUI JI OH Te0E UX.

Cern WI-FI

Wi-Fi — 370 He BuJ mepenauu JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIITL OpEH/I, MapKa.
Eme B 1991 rony Hunepnanackas koMmmanus 3apeructpuponaina opens « WECA», uto
obo3Hauano cioBocouetanue « Wireless Fidelity», KOTopslii mepeBoIUTCS Kak
«OecrpoBOTHASI TOYHOCTHY.

Jlo Hamiero BpeMeHH Jolia apyras ab0peBuarypa, KoTopas sBIsieTCsl TaKOH ke
TexHoJioruen. 1o abopeBuarypa « Wi-Fi». Takoe Ha3BaHHe ObLIO 1aHO C HAMEKOM Ha
CTaHAapT BbICHINI 3ByKOBOM TexHHKU Hi-Fi, yTo B mepeBojie 03Ha4aeT «BbICOKas
TOYHOCTB.

Ja, OecriaTHBIM UHTEPHET-A0CTY B Kade, OTEeNIX U a’dponopTax sBISETCS OTIMYHOM

BO3MO>XHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, YTO

obmenoctynueie Wi- Fi cetu He SIBISIIOTCST O€30MTaCHBIMH.

CoBeTbl 110 0€30MACHOCTH PadoTe B 001eN0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto JIM4HYyI0 HHPOpManuio yepe3 odmenocrynusie Wi-Fi cetu.
PaGoTas B HUX, *KenaTelbHO HE BBOAUTH MApOJIH JIOCTYIIA, JOTUHBI U KAKUE-TO
HOMeEpa;

2. Ucnonw3yit 1 0OHOBIISI aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMayep. TeM caMbIiM
ThI 00€30MacHIllb ce0sl OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3oBannu Wi-Fi otkmoun Gynkmuro «O0mmii JocTym K Qaitnam u
npuaTepam». J[aHHas QyHKIMS 3aKphITa M0 YMOJIYaHUIO, OJJHAKO HEKOTOPHIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIs1 y1I00CTBA UCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnonw3yit myonuunsiii WI-FI ny1s nepenaun TMUHBIX JaHHBIX, HATPUMED IS
BBIXO/Ia B COIIMAJIBHBIE CETH WU B DJICKTPOHHYIO MOYTY;

5. Ucnonp3yit Tonbko 3anuiuieHnoe coeaunenue yepe3 HTTPS, a ue HTTP, t1.e. npu

Ha0ope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOmisHOM Tenedone otkimtoun ¢pyHkiuio «llogkmrouenue k Wi-Fi

apTomMatuueckn». He gomyckail aBTOMaTHUYECKOTr0 NOAKIIOUEHNS YCTPOMCTBA K CETIM

Wi-Fi 6e3 TBoero cormnacusi.

CouuajbHbIE CETH

ConuanbHbIe CETH aKTUBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIFOJM PA0OTAIOT U KUBYT

TaM MOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MUIUIAAP]] YETIOBEK, YTO

SIBJISIETCSI OHOM CeAbMOM BCeX JKUTeEJIEeH IUIaHeThl. MHOTHeE IT0JIL30BaTeId HE

MOHUMAIOT, YTO UH(POpMAITUs, pa3MEIIeHHAs UMH B COITUATBLHBIX CETSIX, MOXKET ObITh

HalJIeHa U UCTIOJIb30BaHa KEM YTOJIHO, B TOM YHCJI€ HE 00s3aTEIbHO C OJIaruMu

HaMEPEHUSIMHU.

OcHoOBHbBIE COBeTHI 10 0€30MACHOCTH B COIMAJIbHBIX CeTAX:

1. Orpanunub criucok apy3eil. ¥ 1e0s B Ipy3bsX HE TOJDKHO OBITH CITyYalHBIX U
HE3HAKOMBIX JIIOJICH;



3amuiai CBOIO YacTHYIO ku3Hb. He ykasbpiBaii mapoiu, TeneoHsl, aapeca, 1aty
TBOETO POXKIEHUS U APYTYIO TUIHYIO HHGOPMAITNIO. 3TTOYMBITTUICHHUKA MOTYT
UCIIOJIb30BaTh J1aKe MH(DOPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
IPOBECTH KAaHUKYIIbL;

3amuinai cBOIO penyTaluio — JAEp>KU €€ B YHCTOTE U 3aJiaBaii cede BOMpOC: XOTel
OBl ThI, YTOOBI IpyTHE MOJIB30BATEIMN BUCIH, YTO ThI 3arpyxaemb? [Togymait,
MPEXJIC YEM YTO-TO OIMyOJUKOBATh, HAIMMCATH U 3aTPy3UTh;

Ecnu TB1 TOBOpHIIIG C JTIOIEMH, KOTOPBIX HE 3HACIITH, HE UCIIOIB3Yi CBOE peabHOE
UM U JPYTYIO JIMYHYIO HHOOPMAITUHU: UMSI, MECTO JKUTEIHCTBA, MECTO YIeObI U
npouee;

N36erait pazmemenus potorpaduii B UHTepHETE, I/1e ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEACIUTh TBOE MECTOMO0KEHHE;

[Ipu peructpaiyii B COIMAIBHON CETH HEOOXOIMMO UCTIOIB30BaTh CIOKHbBIC
MapoJIv, COCTOSITNE U3 OYKB U IU(P U C KOJUIECTBOM 3HAKOB HE MEHEE §;

JI71s coruanbHOM CeTH, TOYTHI U IPYTUX CAaWTOB HEOOXOAUMO HCIO0JIb30BATh
pasubie mapoau. Torma eciau TeOs B3IOMAIOT, TO 3JIOYMBITTUICHHUKH TTOJTyqaT
JOCTYT TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IeHbIH

DNEeKTPOHHBIC IEHBI'M — 3TO OUYEHb YAOOHBIN cOoco0 MmiaTexei, oHaKko

CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH ICHBIH.
DJIEKTPOHHBIE JICHBI'U MOSABUINCH COBCEM HEAABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHu yHKITMOHUPYIOT U O HUX YKE IMPOMUCAHO B 3aKOHE, T/I€ UX
pa3esitoT Ha HECKOJIbKO BUJIOB — aHOHUMHBIC U HE aHOHUMHbIE. PazHuIla B TOM,
YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3periaeTcsi pOBOAUTH Ollepaiuu 6e3
UACHTU(UKAIMY TT0JIH30BaTENs, 8 B HCAHOHUMHBIX UJICHTU(PUKALIUU TTOJTH30BATENS
SBJISIETCS 00S3aTEILHOM.

Takoke cienyeT pa3nuyarh 31EKTPOHHbIE (PUATHBIE NEHBIU (PABHBI
roCyJIapCTBEHHBIM BaJltf0OTaM) M DJICKTPOHHbIC HEUATHBIC IEHBIU (HE PABHbI
roCyJIapCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 0€30NACHOI padoTe ¢ 3JIeKTPOHHbIMHU JICHbIAMMU:

1. TlpuBsoKku K cueTy MOOMIBHBIN TeaehoH. ITO caMblil yIOOHBIN U OBICTPHII
croco0 BOCCTAaHOBUTH AOCTYII K cueTy. [IpuBsizanHblil TenedoH NOMOXKET, eCliu
3a0yelIb CBOM MIATSKHBIN MAPOJIh WK 3alICIIh Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Vcnonb3yit onHopaszoBkie napoiu. [locie nepexoa Ha yCUICHHYIO
aBTOpHU3ALINIO TeOe yKe He OYIeT yrpokaTh OMACHOCTh KPaXXH WU TiepexBaTa
MJIaTEKHOTO MapOJIs;

3. Boibepu cnoxublit maposib. [lpectynaukam Oynet He MPOCTO yraaaTh CIOXKHBIN
naposib. HajgexxHble maposim — 3TO mapoJiv, KOTOpbIE COJEpKaT HE MeHee 8



4.

3HAKOB U BKJIIOUYAIOT B €03l CTPOYHBIEC U MPOMHUCHBIE OYKBbI, HIU(PPHI U
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK J10Jj1apa, GyHTa, BOCKIMIATEIbHBINA 3HAK
U T.I1.

He BBOM cBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSEIIb.

DJICKTPOHHAS MMOUYTA

SHCKTPOHHa}I IMo4YTa — 9TO TCXHOJIOTHUA U ITPCIAOCTABIIACMBIC CIO YCIIYI'U 110

MIEPECHUTKE U MOJTYICHHUIO JICKTPOHHBIX COOOIEHN, KOTOPBIE PACIIPEACIISIOTCS B
KOMIBIOTEPHOU ceTh. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN AIIUK BBITJISIAUT

CJIEYIOIKUM 00pa30M: UMsI_T0JIb30BaTeNsI(@uMs_joMeHa. Takke KpoMe mepeadn
POCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTh Mepe/laBaTh (ailiibl.

OcCHOBHBIE COBETHI IO 0€30MACHON PAd0Te ¢ YJIEKTPOHHOM MOYTOM:

1.

Hano BeiOpaTh mpaBUIIbHBIN TOUTOBBIN CEpBUC. B HHTEpHETE €CTh OTPOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE JOBEPSITh TEM, KOTO
3HAEUIb U KTO MEPBbIM B PEUTHHTIE;

He yxa3biBail B In4HOI moyTe JInuHyro nHpopmanuio. Hampumep, myqnie
BBIOPATh «MY3bIKaJbHBIN _(panaT@» i «pok2013» BmecTo «Ttemal3»;
Hcrnons3yil IByX3TalHYI0 aBTOPU3ALUI0. DTO KOI'/Ia IOMUMO HapoJIs HYKHO
BBOJUTH KOJ, MpUChUIaeMblid o SMS;

Br16epu ciioxxHbIN aposib. J{J1s KaXa0ro NoYTOBOIO SIMKA JT0JKEH ObITh CBOU
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

Ecnu ecTh BO3MOXKHOCTH HamMcaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCIIOIB3YH
3Ty BO3MOYKHOCTb;

Hcnonb3yii HECKOJIBKO IMOYTOBBIX SIIMKOB. [1epBbIi 711 YaCTHOM NEPENUCKU C
azgpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. DTO IEKTPOHHBIN aJpec HE HAJ0
UCIOJIb30BaTh MPU PETUCTPALlUU Ha (popyMax U caiTax;

He oTkpsiBaii ¢aitibl u Apyrue BIOKEHUS B TUChbMaX JaXke €ClId OHU MPHUIILTH
OT TBOMX Jipy3eil. JIydille yTOUHM Yy HUX, OTIPABJISLIIN JIK OHU TeOe 3TU (ailiibl;
[Tocne okoHyaHust pabOTHI HA MOYTOBOM CEPBHUCE MEPE 3aKPHITUEM BKJIAIKU C
calToM He 3a0yJp HaXKaTh Ha « BeIATIY.

Kun0epOyJIMHT WK BUPTYAJIbHOE U3/1€BATEIbCTBO

KubepOynnuHr — mpecieaoBanne COOOMEHUIMH, COACPKAITIMHI
OCKOpOJICHUS, arpECCHI0, 3aIyTUBAHNE; XYJIUTAHCTBO; COIIMAIEHOE
OOUKOTHPOBAHUE C TIOMOIIBIO0 PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI M0 00pHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiics B 60ii. JIydiunii cioco0: MocOBETOBAThCS Kak ceOsl BECTH U,
€CJIM HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaUalle ycrokoutbes. Ecnu
Thl HAYHEILIb OTBEYATh OCKOPOJIECHUSIMHU Ha OCKOPOJICHHUS, TO TOJIBKO €IIIe
00JIbIIE PA30KKEIb KOH(IUKT;



VYnpasinsii cBoeil kubeppenyTaimei;

AHOHUMHOCTB B c€T MHUMAs1. CylIeCTBYIOT ClIOCOOBI BBIICHUTh, KTO CTOUT
32 aHOHMMHBIM aKKayHTOM;

He crout BecTn Xynuranckuit 06pa3 BUPTyabHOM kxu3HHU. IHTEpHET
(ukcupyeT Bce TBOU ACHCTBUSI U COXPAHSIET UX. Y JAIIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIIBHO;

Co0mron1aii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enuananbiii HeratuB. OIHOPa30BbIe OCKOPOUTEIbHbBIE
COOONIEHMS JIy4llle UTHOpUPOBaTh. OOBIYHO arpeccHsi NPEeKpaIaeTcs Ha
Ha4aJbHOU CTa/INU;

ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIIECHUSIMHU, B
COLIMAJIbHBIX CETAX €CTh BOZMOKHOCTh OJJOKMPOBKH OTIPABKH COOOLIEHUN €
ONPEIEIEHHBIX aJPECOB;

Ecnu 161 cBUaeTens kubepOyiuHra. TBou AEHCTBUA: BBICTYIIUTh IPOTUB
IpeciieoBaTes, IoKa3aTh €My, UTO €ro JAEMCTBUS OLICHUBAIOTCSI HETaTUBHO,
MOJ/JIEPKaTh KEPTBY, KOTOPOU HyKHA MICUXOJIOTHYECKAsl TIOMOILIb,
COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEJCHUS B CETH.

MoouiaLHbIN TeJaedoH

CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIEpKaT B ce0e BIIOJIHE B3POCIIbIN
(GyHKIIMOHAM, U TeTIEPb OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU
KoMmmbroTepamu. O HAKO, CPEACTB 3aIIUTHI 7151 MOJOOHBIX YCTPOUCTB MOKa
O4YeHb Majo. TecTupoBaHUE U MTOUCK YA3BUMOCTEH B HUX MPOUCXOJIUT HE TaK
MHTEeHCUBHO, Kak i ITK, To ke camoe kacaeTcss 1 MOOMIBLHBIX
IIPUITOKEHUM.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl YK€ MPAKTHYECKH T0THAIIN
HACTOJIbHBIE aHAJIOTH, OJHAKO pacuIupeHre (PyHKIMoHasa BJIeYeT 3a cO00M
OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

I[EUIGKO HC BCC IIPOU3BOJAUTCIIN BBIITYCKAIOT 06HOBHCHI/IH, 3daKPbIBAOIIUC
KPUTHYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JJI 0€30MIaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He siBNsieTcst mo-HACTOAIIEMY OecTiaTHBIM. byib OCTOpOKEeH, Belb
Korja Tebe mpeiaraoT 6ecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaK#e-TO IJIaTHBIC YCIYTH;

Hywmaii, pexe ueM otnpaButh SMS, ¢hoTo nnum Bugeo. Thl TOYHO 3HACTIID,
rie oHu OyyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;



Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsI MOOMIIBHBIX TEIe()OHOB;

He 3arpy»xaii mpuio>keHusi 0T HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTICUeHHE;

[Tocne TOro Kak ThI BRIMIEIIH C CaiiTa, I/Ie BBOIWII JTHUYHYIO HHPOPMAITHIO,
3aiiiu B HaCTpOlKkM Opaysepa u yaanu cookies;

[leproanaecku MpoBepsiii KaKue MIaTHBIE YCIIYTH aKTHBUPOBAHBI HA TBOEM
HOMeEpeE;

JlaBaii cBoii HOMEp MOOMIIBHOTO Telle(hoHa TOIBKO JIFOJSIM, KOTOPBIX ThI
3HAeIIb U KOMY JIOBEpSICIIIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOT/Ia Tl MM HE TIOJb3yelibes. He
3a0bIBail HHOTIa TIPOBEPSTH 3TO.

Online urpsl

CoBpeMEHHBIE OHJIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE
pa3BiedYeHUs, 00bEAUHSIONINE COTHH THICSY YEJIOBEK MO0 BCEMY MUDPY.
Urpoku uccienyoT JaHHbIA UM MUP, O0IIIAIOTCS APYT C IPYTOM,
BBIMOJIHSIOT 33/IaHUS, CPAXKAIOTCS C MOHCTPaAMHU U MOJIY4YarOT OIBIT. 3a
yJIOBOJIBCTBUE OHM IUIATAT: MOKYIAIOT JIMCK, OIIAaYUBAIOT AaOOHEMEHT UJTU
IpUOOPETAIOT KaKUe-TO OMIIUH.

Bce a1y cpeacTBa uayT Ha NOAAEPKaHUE U PA3BUTHE UTPBI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CUCTEMBI aBTOPU3ALUH, BBIITYCKAKOTCS
HOBbIE NaTuu (IIM(QPOBBIE 3aIUIATKH AJIs1 TPOTPaMM ), 3aKpPhIBAIOTCSA
YSI3BUMOCTH CEPBEPOB.

B nomo6HbIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIBKO Kpa)Xy TBOETO I1apoJIsi, HA KOTOPOM OCHOBaHa CUCTEMA
aBTOpHU3aLMHU OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30IACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroit Urpok BeaeT cedsl MI0X0 WM CO3/4aeT Te0e HEMPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiicsa amMUHUACTpaTOPaM UTPHI Ha TUIOXO0E MTOBEJACHUE ITOTO

UT'POKA, KEJNATENBHO IPUIIOKUTh KAaKUE-TO JOKA3aTEIbCTBA B BUJE

CKPHHOB;

He yxa3biBail tnunyo nHpopmMaluio B mpodaiine urpbl;

YBaxkail Ipyrux y4aCTHUKOB 10 UTPE;

He ycranaBnuBaii HeopuuanbHble MaTYU U MO/JIbI;

Hcnonb3yl CIIO)KHBIE U pa3HbIE MAPOJIN;

No ok~ w

Jlaxxe BO BpeMsi UTPbl HE CTOMT OTKJIFOYATh aHTUBUPYC. [1oka ThI
WTrpaellb, TBOM KOMITBIOTEP MOTYT 3apa3uTh.



@OUIIUHT ITH Kpaxa JUYHbIX JaHHbIX

OOBIYHOM Kpaskel JeHET M JOKYMEHTOB CEeTO/IHS YK€ HUKOT'O HE
yAUBUILb, HO C PA3BUTHEM UHTEPHET-TEXHOJOTHH 3JI0YMBIIJICHHUKN
NePEMECTUIIUCH B HUHTEPHET, U MPOI0KAIOT 3aHUMATHCS <«JTFOOMMBIM)»
JIEJTIOM.

Tak mosiBUIIach HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WIH (DUTITHHT,
TJIaBHAS 1€JIh KOTOPOTO COCTOUT B TIOJYYCHUH KOH(PUACHITHATHHBIX
JTAHHBIX T10JIb30BAaTEJIE — JIOTUHOB U IapoJie. Ha aHrmmiickom s3bIke
phishing untaercs kak pummmar (ot fishing — priOHas noBis, password
— TapoJb).

OcHoBHBIE COBETHI 10 00pBHOE ¢ PUINMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl I0/103p€eBaeIilb, YTO TBOS
aHKeTa Obljla B3JIOMaHa, TO HE00X0IUMO 3a0JIOKUPOBATh €€ 1
COOOUIUTH AIMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Wcnonp3yii Oe3omacHble BEO-CaiThl, B TOM UHCJIE, UHTEPHET-
Mara3vHOB U ITIOMCKOBBIX CHCTEM;

3. Hcnonb3yi cioxHbIE U pa3Hble napoiu. Takum o0pa3zom, eciiu Te0s
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJTY4YaT AOCTYH TOJIBKO K OAHOMY
TBOEMY NPO(UITIO B CETH, & HE KO BCEM;

4. Ecnu Te0s B3JIOMaIH, TO HEOOXOIMMO MPEIYyNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE I00aBIEeHbI y T€0S B IPY3bSIX, O TOM, YTO T€Os
B3JIOMAJIM ¥, BO3MOXHO, OT TBOET0 UMEHHU OYJET pacchlaThCsl CliaM U
CCBUJIKM Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbIi nmapoiib (PIN) Ha MoOUIbHBIN TenedoH;

o

OTkJiTroun coxpaHeHue napods B Opaysepe;

/. He oTkppiBail ¢aiiiabl U Apyrue BIOKEHUS B MUCbMaxX JaXke €CIIM OHU
IOPUILIK OT TBOUX Jpy3el. Jlydille yTOUHU y HUX, OTHPABIISUIN JIU OHU
Tebe 3TH (ailibl.

[udposas penyranus — 3TO HETaTUBHAS WK MO3UTUBHAS
uHpopmarus B cetu o Tede. Kommpomerupyrorias nHbopmarus
pa3MelIeHHAasl B UHTEPHETE MOYKET CEPbE3HBIM 00Pa30M OTPA3UTHCS
Ha TBOEH peanbHO xu3Hu. « [ {udposas pemyrarus» — 3To TBOMH
UMUK, KOTOPBINA (hopMupyercs u3 uHpopMaluu o Te0e B UHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHUE,
0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX — BCE ITO
HAKaIJIMBAETCs B CETH.



MHoTr#He MOAPOCTKH JIETKOMBICIICHHO OTHOCSITCS K ITyOTHKAIIAN
mmaHOU nH(popmaruu B IHTEepHETE, HE TOHUMAs BO3MOKHBIX
nocneacTBuid. Thl Jaske HE CMOXKeEIIb JJOTaaThCs O TOM, UTO
dororpadus, pasMmernieHHas 5 JeT Ha3aj, cTaja MPUIMHON OTKa3a
NpUHATH TeOs Ha paboTYy.

KomMmenTapuu, pa3menienue TBoux Gororpaduit u apyrue 1eicTBus
MOTYT HE UCYE3HYTh JaKe MOCIE TOro0, Kak Thl UX YAAIUIIb. Thl HE
3HAEIIb, KTO COXPAHWJI 3Ty HH(POPMAIHUIO, ToTajia I OHa B
IIOUCKOBBIE CUCTEMBI M COXPaHWIIACh JIU OHA, & TJIABHOE: UTO
HOyMAaIOT 0 TeOE OKpPY>KAIOILIEe JIF0AH, KOTOPbIE HAUAYT U YBUIAT
sT0. HailTu nH(opmanmio MHOTO JIET CIIyCT CMOXKET JTF000M — Kak
U3 J00pbIX MOOYXKIEHUH, TaK U ¢ HAMEPEHUEM IPUYUHUTD Bpea. ITO
MOXET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 10 3aUTe NUGPOBOH penyTANNN:
1. Tlomymaii, mpexe 4em 4To-TO MyOJIMKOBATh U MepeiaBaTh y ceOst

B 0JI0T€ WJIM B COLIMAJILHOM CeTH;

2. B HacTpolikax npo¢uis yCTAaHOBU OTpaHUUYEHUS Ha IPOCMOTP
TBOETO NPOPUIIS U €r0 COAEPKUMOT0, CAeNall €ro TOJIbKO «IJIs
Ipy3en»;

3. He pasmemaii u He yka3piBail HH(GOPMAIIUIO, KOTOPask MOXKET KOTO-
00 OCKOPOJISATH UK OOMKATh.

ABTOpCKOE NIPaBO

CoBpeMeHHbIE MKOJIbHUKN- AKTUBHBIE TIOJIb30BaTeNn IU(PPOBOTO
npoctpaHcTBa. OgHAKO alieKo HE BCE 3HAIOT, UTO MOJb30BAHKE
MHOTHUMH BO3MOKHOCTSIMU LIUGPOBOTO MUpa TPeOYeET COOI0ICHUS
IpaB Ha MHTEIIEKTYaIbHYIO COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyallbHAst COOCTBEHHOCTHY» OTHOCHTCS K
Pa3JIMYHBIM TBOPESHHSIM YEJIIOBEYECKOTO YMa, HaUWHAs C HOBBIX
M300pETEeHNI B 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
POJYKTHI U YCIIYTH , U 3aKaHYMBasi KHUTaMu, Gotorpadusmu,
KMHO(DUIEMaM# ¥ My3bIKQJIbHBIMU TIPOU3BEICHUSMU.

ABTOpCKHE ITpaBa — 3TO MPaBa Ha UHTEJUIEKTYaJIbHYIO
cOOCTBEHHOCTb Ha MPOU3BEJICHUSI HAYKH, JIUTEPATYPbI U
UCKYCCTBA. ABTOPCKHE ITPaBa BBICTYIMAOT B KAYECTBE rapaHTHH
TOT0, YTO UHTEIJIEKTYaJIbHbIH/TBOPUECKUN TPy aBTOpa HE OyAeT
HaIpacHBIM, JJaCT €My CIIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha



pe3ysbTaTax CBOEro TPya, MOJYYUTh H3BECTHOCTh U NTPU3HAHHUE.
HukTo 6e3 pasperieHust aBTopa He MOKET BOCTIPOU3BOIUTH €T0O
IPOU3BEIECHUE, PACTIPOCTPAHATD, TyOJIUYHO TEMOHCTPUPOBATD,
IPOJIaBaTh, UMIIOPTUPOBATH, TyCKATh B MIPOKAT, MyOIMYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJIHTH B 2PUPE UIU pa3MeniaTh B
HNnTepuere.

Hcnonn3oBaHue «(IIUPATCKOIro» MporpaMmMHOIO oOecrieucHus
MOJKCT IIPUBCCTU K MHOT'MM PUCKaM: OT IIOTCPH JaHHBIX K TBOUM
dKKayHTaM 10 6JIOKHpOBKI/I TBOCTO YCTPOﬁCTBa, Trac
YCTaHOBHCHHBIﬁ HC JICTaJIbHAA IIporpamMma. He cTout Takxke
3a6BIBaTB, 4dTO CYICCTBYCT JICTAJIbHBIC U OccruiaTHBIE IIporpaMmel,
KOTOPBIC MOKHO HAWTHU B CCTH.

O nopraJjie

CeteBUUOK.p() — TBOH TJIABHBIN COBETYMK B CETH. 3/1€Ch ThI
MO>KEIlIb Y3HaTh 0 0€30MaCHOCTU B CETU MOHSATHBIM U IOCTYITHBIM
SI36IKOM, a [P BOZHUKHOBEHUU KPUTHUUYECKOU CUTyallUU
00paTUTHCS 32 COBETOM. A TaKXe MPUHSITHh Y4acTHE B KOHKypcax U

CTaTb CaMbIM I_II/I(prBBIM Fpa}KIIaHI/IHOM!



